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This month we cover cryptocurency

regulat ions ,  wedding fraud ,

gambl ing in womens '  footbal l ,

unexplained wealth orders and

corrupt ion al legat ions involv ing the

former King of  Spain .

 

SPOTLIGHT ON CORRUPTION
In the last few days US officials have accused Venezuelan President Nicolás Maduro and his allies of profiting

from a food subsidy scheme as the country suffers acute shortages. Corruption allegations are also threatening

to engulf the party of Matteo Salvini, the populist Italian interior minister whose Euroscepticism and hard line

against illegal immigration have made him one of Europe's best-known politicians.  Kenya's Finance Minister

Henry Rotich has recently spent the night in police custody on corruption charges, which he is still contesting.

 

Although these are just a snapshot of very recent examples, corruption as been undermining societies

throughout history. In its modern guise it diverts public resources away from the provision of essential

services. It increases inequality and hinders national and local economic development by distorting markets for

goods and services. It corrodes the rule of law and destroys public trust in governments and leaders. The

developing world loses enormous sums in illicit financial flows - an estimated US $1 trillion annually. 

Additionally, an estimated US $1.5 trillion is paid in bribes every year. 

 

To put these numbers into perspective the money leaving developing countries outpaced official development

assistance entering countries by a ratio of nearly 10 to 1, meaning that countries lost close to US$10 for every

US$1 they received in aid. That's certainly something to think about.

 

Naming and shaming those involved in corruption is important; laws must be enforced and rule-breakers must

be punished. This is an essential part of the process of governance and efforts to build trust between those in

power and citizens. At our next breakfast club, Blair Glencorse - founder of the Accountability Lab, will set out

another way forward: we should also be “naming and faming” those leaders with integrity – across

governments, companies and civil society – in the same way we celebrate the best music stars or footballers

as role models. After all, these are the unsung heroes that are literally saving lives – making sure that health

budgets are spent effectively, guaranteeing respect for workers’ rights or going that extra mile to ensure all

voices are heard as part of development programs.  



A High Court judge has ruled that an unnamed businessman in the UK must reveal the way his £10 million

property empire was funded. This is the first time an unexplained wealth order has been issued for an

individual’s possible link with organised crime. The individual was suspected of being funded by associates

involved in drug trafficking, armed robbery and supplying arms. (link, £) 

BRIBERY & CORRUPTION

The welcome spark in interest for women’s football has been tarnished by the concern that this will drive

increased levels of corruption in the sport. £225 million was allegedly traded on the sports betting

exchange Betfair during the World Cup, compared with £92 million in 2015. Currently, only about 15% of

sports betting worldwide is legal - a problem that FIFA has previously already attempted to tackle through

the formation of an integrity task force aimed at identifying any corruption within the sport. (link)

According to a senior police officer Albanian gangs are

using bitcoin to flood streets with cocaine.  In his first

interview as the new head of organised crime for the

National Police Chiefs’ Council (NPCC), Peter Goodman has

said that tackling “the Albanian problem” was among the

priorities for law enforcement.  According to the NCA,

Albanian gangs have cornered much of the wholesale

cocaine market and have begun using cryptocurrencies as a

way to launder their illegal proceeds.  The gangs are using

cryptocurrency ATMs that allow people to buy and sell

cryptocurrencies using cash.  Cashpoints that allow

cryptocurrency users to convert cash into digital currency

and vice versa are becoming increasingly common and have

been repeatedly flagged as vulnerable to money laundering.

(link)

The second-largest bank in Spain, Banco Bilbao Vizcaya Argentaria (BBVA), has been charged with

corruption. Members of the bank allegedly contracted an ex-police chief, Jose Manuel Villarejo, to illegally

tap the phones of journalists, politicians and business people in 2004. This was done in order to gain

information on officials working for the construction company Sacyr which attempted a takeover of the

bank in 2004. (link)

The ex-mistress of the former King of Spain may be questioned over claims she made that Juan Carlos I

was involved in demanding commission in order to secure a £6.7 billion deal for Spanish companies in

Saudi Arabia. Corinna zu Sayn-Wittgenstein claimed that the then King asked for a £80 million payment for

helping to ensure the deal in 2011. Prosecutors in Madrid have requested that British authorities interview

her. (link, £)

MONEY LAUNDERING

(link) 

https://www.thetimes.co.uk/article/c524d9c6-a990-11e9-89e4-5e7e89de8df9
https://www.telegraph.co.uk/womens-sport/2019/07/06/authorities-fear-increased-threat-corruption-womens-sport-interest/?WT.mc_id=tmgliveapp_iosshare_AswB69QbHt9v
https://uk.reuters.com/article/uk-swiss-uzbekistan/swiss-to-return-130-million-sfr-to-uzbekistan-after-money-laundering-probe-idUKKCN1TP0XY
https://www.riskscreen.com/kyc360/news/spains-second-largest-bank-bbva-charged-with-corruption/
https://www.thetimes.co.uk/article/19d9db2e-a8e2-11e9-89e4-5e7e89de8df9
https://www.dailymail.co.uk/news/article-7260691/Businessman-ordered-reveal-funds-10million-empire-use-McMafia-laws.html


MONEY LAUNDERING

The Financial Action Task Force (FATF) has focused its attention on cryptocurrencies as an emerging risk

and has recently adopted and issued a note that clarifies the international standards relating to virtual

assets.  To manage and mitigate these risks, countries should ensure that virtual asset service providers

are regulated for AML/CFT purposes, licensed or registered and subject to effective systems for

monitoring and ensuring compliance with the relevant measures called for in the FATF Recommendations. 

In addition, FATF has recently published additional guidance for Virtual Assets and Virtual Asset Service

Providers.  Both documents are linked here and we encourage any Themis members involved in

cryptocurrencies to read and understand this new guidance. (link) 

In the UK, the Financial Conduct Authority (FCA) is taking the risk a step further and is proposing a ban on the

sale, marketing and distribution of cryptocurrency derivatives and ETNs to retail consumers by firms acting in,

or from, the UK.  As well as the underlying risk and volatility of the product, this is also due to “the prevalence

of market abuse and financial crime in the secondary market for cryptoassets”.  The FCA aims to protect retail

consumers from the impacts of sudden or unexpected losses that could be associated with complex crypto-

investment products such as these. (link)

Tough new measures aside, the UK allegedly

remains one of the easiest and most efficient

areas for illegal money to be laundered according

to a worrying article released by the Guardian.

Oliver Bullough, celebrated author of Moneyland

(one of Themis’ top reads for the summer) writes a

five step guide to demonstrate how easy it is for

criminals to launder money in the UK using British

shell companies.  The article notes how the UK

has already been the scene of some of the largest

money laundering schemes in history, such as the

HSBC scandal where the bank was found to be

involved with the systematic cleansing of drug

money from Latin American cartels. Avid readers

will know that this pales in comparison to the

recent Danske Bank scandal that allegedly moved

enough funds to buy HSBC. However, despite the

enormity of the scandal, it received no real

response by the UK government. Britain played a

key role - all of the owners of the bank accounts

that first aroused suspicions in the Danske Bank

scandal had their identities hidden behind

corporate structures registered in the UK.  The

article exposes the ease with which criminals can

set these up in the UK. (link)

(link) 

https://www.fatf-gafi.org/publications/fatfrecommendations/documents/public-statement-virtual-assets.html
https://www.fca.org.uk/news/press-releases/fca-proposes-ban-sale-crypto-derivatives-retail-consumers
https://www.independent.co.uk/voices/hmrc-tax-gap-avoidance-billions-pounds-a8968591.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/guidance-rba-virtual-assets.html


MONEY LAUNDERING
Following the FATF Mutual Evaluation of the UK in December 2018, we have seen a significant increase in

supervisory activity from a number of different regulators in the UK.  We have recently published a briefing

note for members on a recent review by the Solicitors Regulation Authority (SRA) and Themis readers will have

seen notices coming from HMRC and the Gambling Commission.  HMRC, who earlier in the year targeted over

50 estate agents with unannounced inspections as part of a crackdown against money laundering in the

property industry, have made over 1,340 interventions into businesses suspected of money laundering failures

in the past year. (link)

Reeling from a litany of scandals and more than $20 billion in fines

since 2012, lenders are using artificial intelligence and machine

learning to ferret out miscreants seeking to obscure the origin of ill-

gotten cash. But that technology coughs up so much data that banks

must hire legions of workers to sort through it all and separate the

scoundrels from the scrupulous.  Compliance and financial crime

personnel today account for about 3% of the average bank’s head

count in the U.S. and Europe, more than double the level in 2013,

according to a recent study by the Boston Consulting Group. 

Investment bank Mediobanca SpA estimates European financial

houses will have to hire 10,000 people in the next two years, but

there aren’t nearly enough qualified candidates. (link)

CYBER & TECH

An Atlanta-based Credit score agency, Equifax, will pay a up to

$700m to a US regulator, after the company suffered a data breach

in 2017. An investigation conducted by the Federal Trade

Commission (FTC) - a US regulator - concluded that the firm had

“failed to take basic steps that may have prevented the breach”. The

breach affected at least 147 million people, therefore at least $300

million will go towards the victims, with a maximum spend of $425

million to cover consumers’ losses. The rest of the money will be

divided between 50 states and territories along with a penalty paid

to the Consumer Financial Protection Bureau. The FTC alleged that

not only did Equifax fail to sufficiently secure their systems but they

also failed to comply with the order to patch their systems within 48

hours, allowing even more consumer data to be stolen. (link)

Themis  i s  he lp ing  to  address

these  cha l lenges ,  w i th  an

indus t ry  w ide  s tudy  to  assess

the  d i f fe rent  techno logy

so lu t ions  ava i lab le  to  f i rms

to  he lp  them enhance the i r

f inanc ia l  c r ime cont ro ls

( l i nk ) .    

 

THEMIS 
RESEARCH

One of Russia’s intelligence agencies - the FSB - has suffered its

largest hack in history: 7.5 terabytes of data was stolen from a major

contractor. The information referred to secret projects the FSB were

considering ranging from attempts to separate the state internet

from the rest of the world, to scraping social media. The leaked data

was passed to mainstream media. The hacking group, named

“0v1ru$”, added insult to injury, leaving a smiling Yoba Face on the

homepage of the company they breached, SyTech.  (link)

I n  Ju ly  we a lso  par tnered

wi th  top  c i ty  head hunters

Goodman Masson who hos ted

a  careers  fo rum for  more

than  50 huge ly  ta len ted

pro fess iona ls  look ing  to

fu r ther  enhance  the i r  sk i l l s

and  deve lop  the i r  ca reers  in

f inanc ia l  c r ime .

https://www.gov.uk/government/news/estate-agents-targeted-in-money-laundering-crackdown
https://www.bloomberg.com/news/articles/2019-08-05/piles-of-dirty-money-have-europe-s-banks-racing-to-hire-workers
https://www.bbc.co.uk/news/technology-49070596
https://www.surveymonkey.co.uk/r/Emerging_Technologies_User_Survey
https://www.forbes.com/sites/zakdoffman/2019/07/20/russian-intelligence-has-been-hacked-with-social-media-and-tor-projects-exposed/?utm_source=FACEBOOK&utm_medium=social&utm_term=Valerie%2F#45e693ca6b11
https://www.surveymonkey.co.uk/r/Emerging_Technologies_User_Survey


A British art dealer has been jailed in the

US after being implicated in a major art

fraud scandal. Timothy Sammons

defrauded clients by up to £25 million

whilst brokering the sale of multiple

artworks, including pieces by artists such

as Picasso, Chagall and Signac.

Sammons was found to be using

payments meant for one client to

forestall other more persistent clients in

order to be able to pocket fees himself.

(link)

According to Barclays Bank one in six

couples who married in the last year fell

victim to scams run by fraudsters. Some

couples had to call off their weddings

due to financial losses up to £2,000.

Fraudsters took advantage of couples

looking for caterers for their wedding

parties, taking fees up front and then

disappearing.  Barclays believe that

happy couples are being deliberately

targeted by criminals looking to exploit

the pressures, strains and stresses

involved with modern day wedding

planning.  (link)

FRAUD

GAMBLING

Ladbrokes has also come under the spotlight. The

Gambling Commission has identified a number of systemic

failings at the Ladbrokes Coral Group between 2014-2017.

They have been ordered to pay a £5.9 million fine and has

also agreed to implement improvements to their security

system. The regulator concluded that Ladbrokes and Coral

failed to implement sufficient safeguards to prevent

consumers who suffered from gambling addiction from

gambling, and also for preventing money laundering.  (link)

The introduction of the UK’s new Economic Crime Plan by

the government has been positively received, having been

agreed upon by most major institutions, including the

Gambling Commission. The plan represents a collective

commitment to combat economic crime, such as fraud and

money laundering. (link)

MODERN SLAVERY &
HUMAN TRAFFICKING
The largest case of modern slavery in the UK was

exposed last month. The police showed that the gang

were responsible for tricking vulnerable individuals in

Poland who were promised work and a better life in the

UK. Victims were forced to live in rat-infested houses

and to do menial labour. Eight offenders, who are all

linked to two Polish crime families, were jailed for an

average of 11 years. A total of 92 victims have been

identified but the police believe at least 450 people

were exploited by the gang. (link)

On a slightly different note, The Independent Anti-

Slavery Commissioner, who spoke at a Themis

breakfast last month, issued a warning to criminals who

are using the pretext of being trafficked to hide their

illicit activities. Dame Sara Thornton said that her

priorities were to protect slavery victims and ensuring

the system is not abused. (link, £)

Following the footsteps of other regulators in the UK, the

Gambling commission has also stepped up its enforcement

activity this year.  As part of an ongoing investigation into

the online casino sector, the Gambling Commission has

already fined four online operators this year - a total of

£4.5m relating to money laundering failings. (link)

https://www.telegraph.co.uk/news/2019/07/31/british-art-dealer-jailed-us-25-million-fraud/
https://www.mirror.co.uk/money/bride-left-devastated-after-being-18806653
https://www.gamblingcommission.gov.uk/news-action-and-statistics/News/ladbrokes-coral-group-to-pay-59m
https://www.gamblingcommission.gov.uk/news-action-and-statistics/News/gambling-commission-welcomes-new-economic-crime-plan
https://www.bbc.co.uk/news/uk-england-birmingham-48881327
https://www.thetimes.co.uk/article/f0e81526-accb-11e9-84cf-31ddba0e0fae
https://www.gamblingcommission.gov.uk/news-action-and-statistics/News/widespread-regulator-action-results-in-further-45m-in-penalty-packages-for-online-gambling-sector


T H E M I S
FINANCIAL CRIME AGENCY

Themis  have been commiss ioned to  do another  important  indus t ry  s tudy,  th i s

t ime on adverse  media screening.   How sat i s f ied are  you wi th  your  current

screening tools?   How do you d i f ferent ia te  between r i sk  fac tors?   Can you

trus t  the  news sources  that  generate  c l ient  h i t s?   Take par t  in  our  survey to

have your  say and enter  the  draw to  win  one of  our  fantas t ic  pr izes .   Contact

us  a t  in fo@themisserv ices .co.uk.  

www.cr ime. f inancia l

TERRORIST FINANCING
The FATF has released a report providing Terrorist Financing Risk

Assessment Guidance. Countries often face particular challenges in

assessing terrorist financing risks due to the low value of funds or other

assets used in many instances, and the wide variety of sectors misused

for the purpose of financing terrorism. FATF sets out the main

contributors of terrorist financing, the issues and the best ways to tackle

it. The organisation hopes that its guidance will help all practitioners, and

in particular those in “lower capacity countries” that have less means than

other nations to combat the problem of terrorist financing. (link)

The Times has reported that Qatar may be using the British banking

system to provide financial services to numerous organisations in the UK

promoting Islamist causes. It cited that Al Rayan Bank's clients include 15

controversial organisations, including four that have previously had their

UK accounts closed at leading banks including HSBC, NatWest, Lloyds

TSB and Barclays. All of these clients are reportedly aligned to the

Muslim Brotherhood. Al Rayan Bank has said that it has complied “at all

times” with all UK laws and regulations and “only provides banking

services to entities that are authorised to operate” in Britain. In addition,

a statement from the bank said that it does not support any organisation

or event that promotes extremist or violent views or ideologies. (link, £)

TAX
EVASION

UBS has reached a

provisional deal to pay

Italian prosecutors £3

million in order to settle a

money-laundering

investigation as an “agreed

penalty”. The bank had

been dealing with two

separate Italian

investigations but settled

the other over a month ago

for £100 million. The

investigation came from

allegations of the bank

helping to enable cross-

border tax evasion, so that

clients might hide assets in

Switzerland. (link)

http://www.crime.financial/
http://www.fatf-gafi.org/media/fatf/documents/reports/Terrorist-Financing-Risk-Assessment-Guidance.pdf
https://www.thetimes.co.uk/article/a709f18c-b6f2-11e9-9ed1-57176c9fe03e
https://www.riskscreen.com/kyc360/news/ubs-close-to-settling-in-italy-money-laundering-probe-sources/

