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2019 National Strategic Assessment of Serious and 

Organised Crime 
 

London, 14th May 2019 

 

The NCA has released the 2019 National Strategic Assessment of Serious and Organised 

Crime. 

 

The Strategic Assessment sets out the key threats and scale of serious and organised crime 

(SOC) in the UK.  This is a key report that all Themis members should take the time to read and 

understand both because it highlights in statistics the real and human impact financial crime has 

on our society, but also because there are practical applications that will help firms enhance 

their control framework to prevent being targeted by criminal organisations. 

 

The document sets of scale of serious and organised crime in the UK: SOC kills more 

people every year than terrorism, war and natural disasters combined. SOC affects more UK 

citizens, more frequently than any other national security threat, and costs the UK at least £37 

billion a year – equivalent to nearly £2,000 per family. 

 

The headline figures are: 

 

● There are more than 4,542 organised crime groups active in the UK; 

● There are at least 181,000 offenders linked to serious and organised crime in the UK; 

● Referrals of potential victims of modern slavery have increased by more than 80% since 

2016; 

● The number of ‘County Lines’ drug supply lines has increased from 720 to around 2,000 

in a little over a year. 

 

Despite the scale of SOC recorded, there remain noticeable gaps in our collective 

understanding of the impact of some crime types. For example, there is no official estimate 

for money laundering. The agency said it was a “realistic possibility” that the scale of money 

laundering in the UK was “hundreds of billions of pounds” each year. A large amount of serious 

and organised crime remains hidden or underreported, meaning the true scale is likely to be 

greater than we currently know. 

 

Some crime types - such as Fraud - are increasing rapidly. There were 3.6 million incidents 

of fraud reported in England and Wales in 2018 and financial losses from fraud soared by a third 
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between April and September 2018.  The total cost of Fraud in the UK is estimated at £190 

billion annually. 

 

Criminals are capitalising on new technology; not only to hide their identities but to 

increase their profits. Rapid development of new information and communication technologies 

(especially the introduction of 5G mobile communications, artificial intelligence, and the Internet 

of Things) present opportunities for criminal exploitation. The rise of virtual or crypto currencies - 

which can be exceptionally difficult to track - is helping offenders launder their profits more 

efficiently without leaving a trail for investigators to pick up. 

 

The assessment highlights a number of key threats to the UK economy.  Themis 

encourages its corporate and individual members to use these to enhance their understanding 

of the specific risks their businesses are exposed to and to enhance their controls against these 

threats.  Completing risk assessments and developing red flag indicators around the following 

are good starting points: 

 

1. Money laundering: 

 

● Criminals continue to use UK and overseas corporate vehicles to move and conceal 

illicit funds and controls continue to be exploited to conceal beneficial ownership by 

the use of nominee directors, shell companies and trusts; 

● Accountants and solicitors continue to be used to facilitate the movement and 

concealment of illicit funds; 

● Criminal organisations continue to introduce criminal cash into the banking sector 

through the use of money mules – individuals who allow their bank accounts to be used 

to move money.  Some of the highest recorded seizures of cash took place in the past 

year, with the criminal use of money service businesses continuing to be seen; 

● In the past year a number of seizures of gold have been made at UK borders, with 

operational activity indicating the role of gold increasing as a commodity used to launder 

criminal funds; 

● Trade-based money laundering (TBML) remains a significant threat, involving the 

exploitation of trade and financial systems to disguise the movement of illicit funds. 

Techniques such as front companies, ‘ghost’ or ‘phantom’ shipping continue to be 

used (the latter two involving the falsification of documents to disguise transfers of 

criminal proceeds as payments for goods or services that never existed). Third-party 

payments are also a hallmark of TBML, whereby goods are sold to a company but 

payment is received from a different and apparently unrelated source; 
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● The scale of trading through London’s capital markets is likely to make it highly 

vulnerable to money laundering. However, detecting incidents remains challenging due 

to the sophistication and complexity of the methods and techniques used by offenders.  

Cryptocurrencies and alternative banking platforms are also increasingly being used 

to launder funds. 

 

2. Fraud and other economic crime: 

 

● Jurisdictional risk: the use of cyber tools to commit fraud allows offenders to target the 

UK from almost anywhere in the world, and to transfer the proceeds overseas; 

● ‘Social engineering’ remains a key methodology, involving fraudsters using 

manipulation and deception to trick victims into giving out personal information or funds.  

Criminals have exploited well-publicised data breaches and IT problems to trick 

customers into handing over their data; 

● Mandate fraud has proven highly lucrative over the past year, with fraudsters obtaining 

details of direct debits, standing orders or account transfer details, and amending 

them to divert monies to other accounts. According to the City of London Police, this 

type of fraud has the highest reported losses by the private sector (£46 million from 

April– September 2018) and the third highest reported losses by individuals (£38 million 

from April–September 2018); 

● Investment, pension and dating fraud represent fraud types with the highest potential 

impact on individuals. Reports of dating fraud, in particular, increased over the past year, 

with over £50 million lost to romance fraud in 2018, representing an average loss of 

£11,145 per victim; 

● Alcohol and tobacco fraud continue to contribute billions of pounds to the UK tax gap.  

 

3. International bribery, corruption, sanctions contravention: 

 

● UK contractors are highly likely to continue to pay bribes overseas to do business. 

Mining and extractive industries remain those most vulnerable, particularly oil and 

gas. Large-scale infrastructure and development projects overseas are also at risk; 

● As well as a crime in its own right, bribery can cause other societal harms. For 

example, bribes paid to secure construction contracts using sub-standard material could 

have future health and safety impacts on the public; 

● The methods used to pay bribes remain unchanged. In-country intermediaries 

continue to facilitate and negotiate bribe payments, using their local knowledge and 

connections with foreign Politically Exposed Persons and decision makers; 
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● According to the NCA, it is a realistic possibility that the UK’s exit from the EU will 

impact the prevalence of bribery and corruption over the next five years, as UK 

companies potentially come into greater contact with corrupt markets; 

● Sanctions contravention directly impacts the UK by undermining the integrity of the 

financial system, potentially contributing to the funding of terrorism and proliferation 

of weapons of mass destruction.  In the last year, the Office of Sanctions 

Implementation received 122 reports of suspected breaches of financial sanctions, at a 

reported value of £1.35 billion.  The use of UK Trust and Company Service Providers 

remains a key enabler for the circumvention and contravention of sanctions.  

 

4. Cyber crime 

 

● Russian language OCGs behind financial Trojans present the biggest cyber crime 

threat to the UK. These Trojans are a form of malicious software targeting online 

banking users. They are part of a broader range of forms of malicious software 

(malware) designed to disrupt, damage or gain unauthorised access to a victim’s device. 

Elite cyber OCGs increasingly use ‘modular malware’, which offers a multitude of 

opportunities beyond the immediate theft of financial data. These include the use of 

ransomware – restricting access to a device or network until a ransom is paid; 

● Spam and phishing emails (emails containing malicious content) remain the primary 

malware infection methods; 

● Online data is of value to a wide range of cyber threat actors, but the financial data most 

coveted by cyber criminals is changing. Improved global credit card security is highly 

likely to have encouraged criminals to target CVV data of the type ‘scraped’ from 

payment pages during high profile breaches in 2018; 

● UK-based virtual infrastructure, including command and control panels and 

communication servers, has increasingly been identified in law enforcement 

investigations. 

 

Editorial 
 

The assessment is timed to feed into the spending review. At present the agency spends 

£424 million a year and has around 4,500 staff. NCA director general Lynne Owens says British 

investigators now need an extra £2.7 billion over three years - to include an extra £650 million 

annually for her agency.   
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The bold bid for funding may not succeed. The call for more cash isn't just an operational 

matter - it is a big political challenge after many other warnings from police leaders about cuts. 

The public tend to favour visible policing and Philip Hammond committed an additional £160 

million to counter-terror policing in the Budget last year.  Funding is critical to the ongoing role 

the NCA play in combating financial crime.  

 

How can our members use the information in this Assessment?  Whilst we hope we have 

provided a useful summary, we recommend that all Themis corporate and individual members 

take the time to read and understand the full report.   

 

The full report is available through our Themis Knowledge Portal or via the NCA’s website. 

 

If you are doing business in the UK, then the level and scale of these threats should feed into 

your financial crime risk assessments so you can understand the landscape you operate in and 

the specific risks your business is exposed to.   

 

If you would like more information or need any support, please get in touch and one of our QA 

partners would be happy to come in and see you. 

 

We will also be holding a series of key-note breakfast briefings on serious and organised 

crime over the summer. Become a member to receive free invitations to all of our events. 

 

 

About the NCA: 

 

The National Crime Agency leads the UK’s fight to cut serious and organised crime, protecting 

the public by targeting and pursuing those criminals who pose the greatest risk to the UK.  

 

NCA officers work at the forefront of law enforcement, building the best possible intelligence 

picture of all serious and organised crime threats; relentlessly pursuing the most serious and 

dangerous offenders; and developing and delivering specialist capabilities on behalf of law 

enforcement and other partners. 

 

Much of the vital intelligence that the NCA uses to fight financial crime comes from the private 

sector in the form of SARs (Suspicious Activity Reports).  Last year the NCA received 463,938 

SARs from across all regulated entities. 

 

 

https://themisservices.co.uk/members-portal
https://www.nationalcrimeagency.gov.uk/
mailto:info@themisservices.co.uk
https://themisservices.co.uk/community-index#become-a-member
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About Themis: 

 

THINK TANK | COMMUNITY | ADVISORY | TECHNOLOGY | INVESTIGATIONS 

 

Themis helps our clients and members understand and manage their financial crime risk to 

prevent them from being targeted by criminal organisations looking to exploit legitimate 

businesses for their own illicit gains. 

 

We work with all regulated businesses as well as government bodies, policy makers, law 

enforcement agencies, regulators and individual subject matter experts to understand the latest 

developments in financial crime and the criminal exploitation of the global financial network.  

 

As a bridge between the public and private sectors, we promote greater dialogue, collaboration 

and information sharing between the two and provide a safe platform for businesses and 

financial crime professionals to enhance their understanding and application of financial crime 

legislation and guidance.   

 

Themis focuses solely on financial crime. This specialism allows us to continuously develop our 

insight as a centre for excellence.  We make sure we pass this on to our members and clients 

so that they too are kept up to date with all the latest Financial Crime related legislation, 

guidance, research, tools and best practises. 


