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SRA REVIEW FINDS TOO MANY LAW FIRMS FALL 
SHORT ON ANTI-MONEY LAUNDERING  

 
 
Alexia Adda, Themis Member, August 2019 
 
The Solicitors Regulation Authority (SRA) has carried out a review of 59 law firms (“the review”) to 
assess their compliance with the 2017 Money Laundering Regulations (“the regulations”). 26 of the 
59 firms have been entered into SRA disciplinary processes for failure to comply with the regulations. 
 
The SRA conducted the review by meeting with firms, money laundering reporting officers, money 
laundering compliance officers, and randomly-selected fee earners. It reviewed a sample of 115 files 
to examine each firm’s identification and assessment of AML risks, their AML processes, their approach 

to Trust and Company Service Provider (TCSP) work and how they mitigate the risks.  
 
Although the SRA found that most firms met their AML obligations, ‘a significant minority’ fell short. 
The key areas of concern lay in: 
 

1. Inadequate firm and file risk assessments; 
2. Failure to carry out proper customer due diligence (CDD) including managing Politically 

Exposed Persons (PEPs) and undertaking enhanced due diligence (EDD); 
3. Inadequate training; and 

4. Low submission of suspicious activity reports (SARs). 
 
The SRA has now begun a second review of 400 more law firms to be led by a new anti-money 
laundering (AML) unit sitting within the SRA and has issued a warning notice to the legal profession 
to remind them of their obligations, particularly in relation to firm risk assessments. 
 
The SRA warns that it has taken more than 60 cases to the Solicitors Disciplinary Tribunal for matters 
linked to potential improper money movements, which resulted in more than 40 solicitors being struck 
off, voluntarily coming off the roll or being suspended from practicing. It notes that the SRA must 

take such action where it finds serious breaches in order to “protect the public, uphold the rule of 
law, and maintain trust and confidence in the profession.” 
 
The findings are significant for Themis members working in or with law firms, for all SRA-regulated 
persons and any firms that have a legal obligation to ensure they do not facilitate money laundering 
or terrorist financing.  
  
THE REVIEW: CONTEXT 
 

Trust and Company Service Provider Vulnerability 
 
The Government’s 2018 national risk assessment (NRA) highlights the increased exposure to risk of 
UK solicitors working on TCSP matters. The review identifies the key attraction of companies and 
trusts to money-launderers. Specifically, these enable individuals to obscure beneficial ownership and 
control of assets, create and control multiple legal entities and/or opaque structures, operate across 
multiple jurisdictions and avoid taxes or duties, whilst allowing them to add a veneer of legitimacy to 
illegal transactions.  
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TCSP work includes the formation of companies, partnerships and trusts, as well as arranging for 
persons to act as directors, company secretaries, partners, trustees and nominee shareholders. The 
issue is where corporate and trust structures facilitate anonymity in helping disguise the source or 

destination of money or assets and the review notes the importance, therefore, of recognising that 
TCSP work can arise in a broad context of practice areas from mergers and acquisitions to private 
client tax structuring to personal injury work. 
 
The SRA’s Role in the review 
 
The SRA’s statutory duty is to make sure that those they regulate assess risks and take steps to 
mitigate money laundering issues. Where firms do not reach the required standard, the SRA is obliged 
to take “effective, proportionate and dissuasive disciplinary measures”. The focus of the review was 

on TCSP firms, following the NRA’s findings discussed above.  
 
As Paul Philip, the Chief Executive of the SRA, puts it: 
 
“Money laundering damages society, supporting terrorists, drug dealers and people traffickers. The 
stakes are too high for solicitors to be anything but fully committed to preventing [it]… Most solicitors 
take their responsibilities seriously, but too many firms are falling short. Those firms should be on 
notice that compliance is not optional… Where we have serious concerns that a firm could be enabling 
money laundering, we will take strong action.” 
 

REVIEW FINDINGS: (1) Inadequate firm and file risk assessments 
 
The review makes the point that an AML system is an interdependent collection of policies and 
processes, so where one area fails, it weakens the strength of the whole system. Nevertheless, a 
firm’s risk assessment is referred to as ‘the backbone of a firm’s AML approach’, such that failures in 
this area have a consequential effect on a firm’s ability to comply with other AML requirements. Firms 
must produce to the SRA upon request, a written firm-wide risk assessment and file risk assessment 
for each client/retainer. It must be continually monitored, contain an up-to-date record of the steps 
taken along with “the information on which that risk assessment was based” and cover the following 

six factors: 
 

1. Areas identified by the SRA’s sectoral risk assessment; 
2. Type of clients; 
3. Countries in which it operates; 
4. Its products or service areas; 
5. Types of transaction; and 
6. Delivery methods. 

 

Failure to address these points has a significant effect when combined with other factors. For 
example, one firm failed to address point 6 whilst acknowledging that they do not see 5% of their 
clients (the SRA having previously advised that not meeting clients increases the risk of identity fraud 
and can help facilitate anonymity). Another firm failed to address point 5 whilst failing to provide 
information about scrutinising transactions that were complex, unusual or with no apparent economic 
or legal purpose. However, 39 of the firms reviewed provided a risk rating for their TCSP work which 
was commended by the SRA as a useful practice that could help influence and educate fee earners. 
 
The firm’s risk assessment should reflect and reinforce the file risk assessment and vice versa, with 

the former helping to forecast issues and guide fee earners in how to avoid and mitigate risks, whilst 
information gathered in the latter should help hone and update the former. In the review, 76% of 
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the fee earners interviewed provided satisfactory responses about the file risk assessments but 14 
firms either did not have a risk assessment process in place or did, but the fee earner was unable to 
provide an adequate risk assessment for each file. 

 
The review stressed the importance of firms continuing to monitor risks given that changes can occur 
to multiple elements of a transaction over time, including the identity of the client, their circumstances 
(i.e. they may become or cease to be a PEP), their behaviour, source of funds/wealth or legal 
instructions. The SRA found that although some firms had systems in place, i.e. to prompt for CDD 
refreshers, most relied on fee earners to continue monitoring clients which highlighted how important 
it is that they fully understand what their obligations are and what to be on the alert for. 
 
The review reiterated that firm policies should: 

 
1. Be based on the risk assessment; 
2. Be approved by senior management; 
3. Be updated; 
4. Provide guidance on how to: 

i. identify and scrutinise complex transactions; and  
ii. identify transactions with no apparent economic or legal purpose; and 

5. Be based on appropriate guidance. 
 
REVIEW FINDINGS: (2) Failure to carry out proper CDD, including managing PEPs and undertaking 

EDD. 
 
CDD and the ability to understand who the customer is and the money laundering risks they pose is 
said to be a ‘fundamental aspect of any successful AML system’. The SRA refers to its sectoral risk 
assessment which stated as follows: 
 
“Accurate and up-to-date information on beneficial owners is a key factor in preventing financial crime 
and tracing criminals who try to hide their identity behind corporate structures. Increased 
transparency reduces the risk of money laundering. Firms should be alert to customers seeking 
products or transactions that would facilitate anonymity and allow beneficial owners to remain hidden 
without a reasonable explanation.” 
 
The SRA found that 17% of the firms reviewed were unable to provide CDD for their files with one 
firm making payments to an apparent beneficiary without having obtained identification verification. 
However, it also found that 49 firms had a process in place for clients they had not met with 10 
refusing to act for such clients. The review notes that, without sufficient CDD, firms are unable to 
carry out ongoing monitoring, assess whether EDD is necessary or accurately determine whether an 
individual is a PEP. The importance of monitoring and refreshing CDD on an ongoing basis was 

reiterated. 
 
A PEP is defined as “an individual who is or was entrusted with a prominent public function, their 
family or close known associates. In general, they are considered to present a higher risk of potential 
involvement in bribery and corruption by virtue of their appointment.” These include senior members 
of the judiciary, armed forces, state-owned enterprises, or international bodies such as the UN. The 
definition of PEPs was updated in the regulations to include individuals from the UK, where previously 
it applied only to overseas individuals.  
 

When acting for a PEP, a fee earner must: 
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1. Have approval from senior management to continue the business relationship; 
2. Take adequate measures to establish the source of funds and wealth; 
3. Conduct enhanced ongoing monitoring of the business relationship; and 

4. Conduct EDD. 
 
The review found that 3 firms did not understand what a PEP was so undertook no checks, 2 had an 
out of date PEP policy and 1 featured a PEP but the firm’s policy and process was not followed. Of 
the 45 PEP processes approved by the SRA, various methods were used ranging from electronic 
verification tools to manual processes to a two-stage check of referring information to the MLRO, 
compliance or a managing partner for approval. However, 4 firms relied on clients to self-declare that 
they were PEPs which was confirmed to be inadequate given that individuals may be seeking to hide 
their personal history. 

 
EDD 
 
EDD must be used wherever there are heightened money laundering risks, for example, where the 
client is based in a high-risk country or is a PEP, where the transaction is complex, unusually large or 
has no apparent economic or legal purpose, or where there is an unusual pattern of transactions. 
Although no issues regarding the application of EDD were found, the SRA again noted the interrelating 
nature of an AML system. 
 
Source of Funds & Wealth 

 
An interesting point raised in the review was a common problem of fee earners not being able to 
differentiate between the source of funds (where the money came from) and the source of wealth 
(how the money had been generated). It noted that many firms used a physical system that required 
an action to be taken that could then be checked and monitored by the firm. For example, a system 
that required information about the source of funds and wealth to be provided to the finance team 
before payment is made enabled this to then be checked at the point of payment so that compliance 
did not have to rely on an individual. 
 

REVIEW FINDINGS: (3) Inadequate training 
 
Where many firms rely on fee earners to identify and manage money laundering risks, training is 
clearly key. The review found that 52 firms provided training about beneficial ownership and 42 about 
TCSP work. Significantly, of the 7 firms that provided no training on either topic, 5 were referred for 
breaches of the regulations. 
 
Six MLROs said they had not received training, 4 of which were at firms that were referred to the SRA 
disciplinary processes. In fact, during one visit, the MLRO was unaware that they were the MLRO 

until they were told by a colleague at the meeting. 
 
REVIEW FINDINGS: (4) Low submission of SARs. 
 
There is concern about the low volume of SARs submitted. The review found that only 10 of the 59 
firms had submitted SARs in the last two years which supports concerns raised by the NCA that law 
firms are not being proactive enough to report suspicious activity.  
 
 

 
KEY STEPS THEMIS MEMBER LAW FIRMS SHOULD TAKE: 
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Themis would encourage our legal members to check that their firms have the following in place: 
 

1. A written firm-wide AML risk assessment and  individual client risk assessments (that fee 
earners can produce for each of their files) ready to produce to the SRA upon request, with 
both documents reflecting and reinforcing each other and covering the 6 points set out on 
page 3 above; 

2. Ensure that the firm’s policies are based on that risk assessment and comply with the 5 points 
set out on page 4 above; 

3. Check that there is sufficient CDD in place for each client and file, which is monitored and 
updated on an ongoing basis; 

4. Have a process to be followed whenever acting for a PEP that includes the 4 points set out on 

page 5 above, ensuring that all fee earners know what a PEP is and that they follow that 
process; 

5. Ensure that all fee earners know what EDD is and when it is to be undertaken; 
6. Carry out training on a consistent basis to ensure that: 

a) fee earners are aware of their AML obligations, know the difference between 
sources of wealth and funds, identify PEPs and undertake CDD, EDD and ongoing 
monitoring of files and clients;  

b) fee earners receive training in TCSP and beneficial ownership to understand when 
TCSP issues arise and how corporate and trust structures are used to conceal 
ownership, control, sources and destinations of funds and assets; and 

c) MLROs, MLCOs and all key partners and/or AML individuals in the firm know their 
roles and obligations. 

 
Copies of the review and of the warning notice are available through our Themis Knowledge Exchange 
or on the SRA’s website.  If any member requires support on any of the above, please do get in touch 
and we would be happy to come in and talk about how we can help you. 
 
EDITORIAL 
 

The legal profession, and the SRA as one of its supervising bodies, occupies a vital position in the 
fight against money laundering where losing that fight damages the legal profession as much as it 
does the country as a whole: 
 
“The credibility of solicitors and the services they offer makes them an attractive target for criminals, 
who want to launder their gains. Solicitors have a vital role – and opportunity to help tackle the 
problem… If we don’t successfully address the problem, the social, economic and security 
consequences can be devastating. Doing all we can is also essential if we are to continue to maintain 
trust and confidence in the legal profession. That trust is vital to our country’s continued success as 
a leading international centre for legal services.” 
 
This continued crack-down by the SRA to ensure and enforce compliance with the regulations, 
including the enlarged second review of 400 firms and its new dedicated AML unit, follows the FATF’s 
positive review of the UK’s AML efforts, published on 7 December 2018. Despite the FATF’s report 
providing its most favourable assessment of the UK to date, there remained grave concerns about 
the efficacy of the UK’s AML measures which, according to the NCA, allow more than £100 billion in 
illicit funds to impact the UK each year. In other words, although this is moving in the right direction, 
the path is long.  

 

https://themisservices.co.uk/members-portal
https://www.sra.org.uk/sra/news/press/aml-tcsp-review-2019.page
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One of the FATF’s key areas for the UK to improve had been the inconsistent standards in AML 
supervision. Following its establishment in January 2018, the Office for Professional Body Anti-Money 
Laundering Supervision (OPBAS) which sits in the Financial Conduct Authority (FCA), is now 

responsible for ensuring consistent supervision among professional bodies.  Focusing on ‘professional 
enablers’, i.e. accountants and lawyers who, as discussed above, are seen as most at risk of lending 
legitimacy to illegitimate funds, OPBAS produced a report in March 2019 highlighting problems of 
conflicts of interest for professional bodies supervising these sectors. 
 
Seen against that backdrop, this robust supervisory Review by the SRA, whose AML activities are also 
monitored and supervised by OPBAS, is a welcome response to those concerns. 
 
END 

 


