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EDITORIAL
Ben Wallace, the British Security Minister, warned at the end of April that action was needed to change

parliamentary rules to ensure “transparency in our political system” to safeguard British democracy against

“hybrid attacks” by hostile states. Now, the British government is backing a change in the House of Lords

ruling to force peers to declare the full extent of their Russian and Chinese business interests. 

 

Wallace was speaking after an investigation found that seven members of the House of Lords had business

interests linked to Russia, and some had made public statements in support of Moscow. Unlike MPs, Peers

do not have to declare how much money they have earned from foreign companies or reveal the ultimate

financial beneficiary of the businesses they work for. One of those mentioned in newspaper reports was

Greg Barker, Britain’s former climate change minister.

 

During his short time in government Barker was most famous for warming a cushion in the ministerial office

microwave for his black & tan sausage dog.  But he used his corporate lobbying experience and the

peerage he was awarded by David Cameron to overturn US Treasury sanctions against the company of

Oleg Deripaska, a powerful oligarch and a member of Putin’s inner circle.

 

In January 2018, before the US imposed sanctions on Deripaska and his businesses, Parliament debated the

Sanctions and Anti-Money Laundering Bill. Barker, who had been appointed chairman of En+ two months

earlier, voted against the amendments that sought to strengthen the bill, including a public register of the

ownership of British property by non-British entities.
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Other countries have led the way with the type

of regulation that Wallace is looking at: the US

Foreign Agents Registration Act has been the

gold standard since 1938. It was designed to

block not only rival powers but also powerful

foreign individuals and companies from covertly

or discreetly influencing American democracy. 

 

Expect a similar piece of legislation to be

introduced in the British Parliament in the next

Queen’s speech. However, it is unlikely to be in

a Themis newsletter anytime soon. As Theresa

May lacks the authority to start a new term,

Ministers will now work through a list of

relatively benign legislation to justify extending

the current parliamentary session beyond June.

Expect changes to the tax treatment of sporting

testimonials and increases to the maximum

sentences for cases of animal cruelty to come

before any clampdown on “red money” coming

into Britain.

MONEY LAUNDERING

Europe’s financial regulation chief has called for the EU to

overhaul its money-laundering safeguards after the bloc’s

banking watchdog shelved an investigation into the €200

billion Danske Bank scandal. The European Banking

Authority voted on 16th April to reject an internal draft

report into supervisory failings linked to Danske Bank, the

Danish bank whose Estonian operations were at the

centre of revelations last year of large flows of illicit

Russian money. The draft, seen by and reported in the

Financial Times, identified four breaches of EU law in how

the bank was supervised by Danish and Estonian

authorities, and made recommendations to the two

countries for follow-up action. (link, £)

https://www.ft.com/content/377f4b60-698f-11e9-80c7-60ee53e6681d


MONEY LAUNDERING

The FCA fined Standard Chartered Bank £102 million in

early April. The fines - the second largest financial penalty

for AML control failings ever imposed by the FCA - related

to two parts of the bank: UK wholesale Correspondent

Banking business and its branches in the UAE. In both

these areas the FCA found significant shortcomings in

Standard Chartered’s own internal assessments of the

adequacy of its anti money laundering controls, its

approach towards identification, mitigation and escalation

of money laundering risks. (link)

An internal investigation by Deutsche Bank estimated that

it processed at least €175 million of dirty money for Russian

criminals between 2011 and 2014. Prosecution of individual

managers and potential fines are expected to follow this

revelation. The investigation by the anti-financial crime unit

reveal that the bank did business with 2,581 “high-risk

entities”, of which 30 were direct clients of the bank. (link,

£)

Sudan’s recently ousted President, Omar al-Bashir, is

being investigated for money laundering, after security

services found suitcases in his home filled with euros,

dollars and Sudanese pounds totalling $130 million (£100

million). Al-Bashir, who was placed under house arrest

after months of protests for him to be removed, has now

been relocated to Kobar prison, where he will be

questioned concerning said money laundering

allegations. (link)

On the 15th of April HM Treasury published a consultation

that they say will play a key role in deciding how best to

transpose the Fifth Money Laundering Directive (5MLD)

into UK law. A likely outcome of this consultation is that

the cryptoasset sector will become subject to anti-money

laundering regulation in Britain. Under current rules

cryptoasset exchanges and wallet providers are not

always required to identify their customers, monitor

transactions or report suspicious activity. The 5MLD will

require firms offering fiat-to-crypto exchange and

custodian wallet services to fulfil customer due diligence

obligations, assess the money laundering and terrorist

financing risks they face, and report any suspicious

activity. (link, £)

GOVERNMENT

The UK’s National Crime Agency

(NCA) has published its Annual

Plan for 2019/20, setting out the

NCA’s priorities for tackling

organised crime in the country.

The agency recently launched the

National Economic Crime Centre

(NECC) which according to the

NCA has enhanced their response

to financial crime through

efficiently allocating resources

and utilising intelligence. (link)

A law has been passed by the

European Parliament that will

protect whistleblowers from

retaliation. The law creates “safe

channels” through which breaches

of EU law can be reported. This is

the first law that giving

whistleblower EU-wide protection;

previously it was the responsibility

of member states to set their own

policy. (link)

https://www.fca.org.uk/news/press-releases/fca-fines-standard-chartered-bank-102-2-million-poor-aml-controls
https://www.ft.com/content/e231dbe0-6124-11e9-b285-3acd5d43599e
https://citinewsroom.com/2019/04/20/over-130m-cash-hoard-found-at-al-bashirs-home/
https://www.lexology.com/library/detail.aspx?g=5f4a4742-fcff-417b-9837-909ba1ccccc0
https://nationalcrimeagency.gov.uk/news/nca-publishes-annual-plan-2019-20
https://www.bbc.co.uk/news/world-europe-47936682


FRAUD
The UK’s Serious Fraud Office (SFO) has dropped one of its largest and longest-running cases into drug

company Glaxosmithkline after a review of the available evidence and an assessment of public interest.

£7.5 million was spent on the investigation over a five-year inquiry into alleged bribery that occurred in the

firm (one of Britain’s biggest companies - valued at £76 billion). The SFO announced the decision to drop

the case at the same time that it dropped a six-year inquiry into alleged bribery and corruption by

individuals associated with Rolls-Royce. (link, £)

According to the latest Crime

Survey figures released at the

end of the last week in April,

overall fraud increased by 12% to

the year ending December 2018.

This was driven by a 27% rise in

retail fraud. Authorised push

payment fraud (where victims

were tricked into sending money

to fraudulent accounts) nearly

doubled over the past year.

British intelligence officers are joining the fight against credit card fraud by identifying the sale of stolen

credit card details on the dark web. GCHQ, the Government’s signals intelligence agency, has put in place

ways to share intelligence with banks. Speaking at a security conference in Glasgow the agency’s Director

Jeremy Flemming said, “In the coming year we will continue to scale this capability, so — whether it’s

indicators of a nation state cyber-actor, details of malware used by cybercriminals or credit cards being sold

on the dark web — we will declassify this information and get it back to those who can act on it.” The latest

data from UK Finance shows that fraud losses of UK-issued cards totalled £566 million in 2017. (link, £)

TSB - a UK bank with 550 branches across England & Wales has introduced a “fraud refund guarantee” for

customers tricked out of money by scammers, which began in mid-April. The bank has promised that

customers taken advantage of by scammers will be reimbursed as long as their losses are less than £1

million. It has not been copied by competitors. Jenny Ross of the consumer group ‘Which?’ has said that all

banks should offer the same guarantee as TSB. “Other high street banks are leaving their customers

unprotected. All banks must follow TSB’s lead and ensure that their own customers are not left paying for

the cost of this crime.” About £354 million was lost last year through this type of fraudulent activity, but

banks returned only £83 million to customers, according to UK Finance, the industry trade body. (link, £)

https://www.thetimes.co.uk/article/785a7a14-62c9-11e9-9842-63958b78574e
https://www.thetimes.co.uk/article/6639b54c-660d-11e9-877f-447086620e98
https://www.thetimes.co.uk/article/16eecf20-62ae-11e9-9842-63958b78574e


MODERN SLAVERY
& HUMAN

TRAFFICKING

In order to help victims of human trafficking,

Belgium has announced a €2 million

contribution to the United Nations Trust Fund

for Victims of Human Trafficking. The Fund

will be managed by the United Nations Office

of Drugs and Crime (UNODC), and the money

will provide essential services and assistance

to victims globally. (link)

Britain’s Princess Eugenie and U.S. anti-

trafficking Ambassador John Richmond joined

forces in April calling for technologies such as

smartphone apps and blockchain to disrupt the

modern-day slave trade as more victims

worldwide are exploited online. More and more

victims of the trade are targeted on online

platforms, and therefore it is necessary that

technology evolves in order to keep up to speed

with these criminal networks. (link)

Stanley, Black and Decker has agreed

to pay the Office of Foreign Assets

Control the financial intelligence (OFAC)

and enforcement agency of the U.S,

 £1.9 million for violating Iran Sanctions,

again highlighting the importance of

proper compliance monitoring. The

company's subsidiary, Jiangsu

Guoqiang Tools Co. exported or

attempted to export 23 shipments of

power tools and spare parts to Iran

between June 2013 and December

2014. An internal investigation

discovered that these exports were

hidden by using six trading companies

and fake bills of lading. Once

discovered, Stanley, Black and Decker

reported the matter to OFAC. (link, £)

International sanctions on North Korea

have forced the country to go to

extremes in order to raise funds. RUSI,

the London based think tank, warned

that the future for illicit funding for

heavily sanctioned countries will likely

come through the exploitation of

cryptocurrencies, as they are hard to

trace, can be easily laundered, and are

independent of government regulation.

(link)

SANCTIONS

https://www.unodc.org/unodc/en/frontpage/2019/April/belgium-announces-eur-2-million-contribution-to-united-nations-trust-fund-for-victims-of-human-trafficking--managed-by-unodc.html
https://uk.reuters.com/article/global-trafficking-technology/uk-royal-us-ambassador-tout-tech-tools-to-tackle-human-trafficking-idUKL8N21P0J8
https://www.law.com/corpcounsel/2019/03/29/ofac-action-against-stanley-black-decker-highlights-importance-of-compliance-monitoring/?slreturn=20190407125935
https://rusi.org/publication/occasional-papers/closing-crypto-gap-guidance-countering-north-korean-cryptocurrency


T H E M I S
FINANCIAL CRIME AGENCY

As always,  more deta i led analys i s  and ins ight  i s  avai lable  to  our

members .  Members  a lso have access  to  our  exc lus ive  products,

serv ices  and of fers .    Jo in  us .   

 

in fo@themisserv ices .co.uk

www.cr ime. f inancia l

The Times newspaper reported the ongoing

court case between FBME Bank, once the

largest commercial bank in Tanzania, which is

suing two British private investigators who they

initially hired to fight money-laundering

allegations in the UK courts. The whistleblowers

accussed the bank of facilitating terrorist

financing, organised crime, and internet child

sex abuse. They also alleged that the former

bank was linked to the Syrian government’s

chemical weapons programme. The

investigators - former British Police Officers -

handed their findings to US and Cypriot

authorities after the bank refused to pay their

fees. The bank disputes their claim. (link, £)

TERRORIST
FINANCING

http://www.crime.financial/
https://www.thetimes.co.uk/article/aa47fffe-597a-11e9-ad39-96aa259da63d

