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This month we cover key support

emanat ing f rom the G20 summit ,  the

Gambl ing Commission ’s f i rst  round of

s igni f icant  f ines ,  and the Bank of

England ’s warnings about art i f ic ia l

intel l igence .  

 

There are also notes on ‘Jihadi  Jack ’

and a cyber at tack on the country ’s

largest  pr ivate forensics provider .

EDITORIAL
Representatives of two thirds of the world’s population gathered in Japan at the 14th G20 summit at the

end of June.  The summit in Osaka provided a chance for Japanese Prime Minister Shinzo Abe to show

leadership on the global stage just three weeks before a national upper house election. But as the

leaders began to arrive in Osaka for the 14th summit, their country representative “Sherpas” were already

locked in difficult negotiations over the summit communiqué. In the end, the Leaders’ Declaration

reiterated a “strong commitment to step up efforts preventing and combating money laundering, terrorist

financing and proliferation financing.”  The G20 leaders also said the live-streamed Christchurch terrorist

attacks in New Zealand that killed 51 people demonstrate the urgency with "which we must fully

implement relevant UN resolutions, the UN Global Counter-Terrorism Strategy and other instruments,

including the 2017 Hamburg G20 Leaders' Statement on Countering Terrorism."

 

Over the years the G20 has made more than 60 anti-financial crime commitments, covering areas such as

asset recovery, asset disclosures by public officials, anonymous company ownership, conflicts of interest,

open data and public procurement. However, Transparency International countered that these

commitments are not always backed by action; they say China, Mexico and Russia are just a few

examples of countries represented at this year’s summit that are failing to put their promises against

money laundering and corruption into action on home soil.

 

While their primary attention was devoted to (trade) conflicts, the leaders also found time to touch upon

cryptocurrencies and their influence on the world's financial ecosystem. A few days earlier FATF had set

important international guidance for crypto exchanges, going beyond the basic “know your customer”

(KYC) rules that most major exchanges now abide by. This new guidance was endorsed by the G20, as

was the requirement to verify and keep records of users’ identities.  



One of the Bank of England’s Directors has issued a warning that bank board members need to take more

responsibility for potential machine failings. James Proudman, the director for UK deposit takers supervision,

has said that with the increasing utilisation of artificial intelligence and machine learning to carry out

functions including anti-money laundering checks, it is imperative for board members to remain vigilant,

paying close attention to how data is being used. Proudman notes that whilst the use of technology does

seem to provide a strategic advantage for the industry, "some of the largest international investment banks

are now declaring that they are technology companies with banking licences.” (link)

MONEY LAUNDERING

The presidency of the Financial Action Task Force (FATF) has passed from Marshall Billingslea of the

United States to Mr. Xiangmin Liu of the People’s Republic of China. The new President has outlined his

priorities for the FATF, including a focus on the identification of risk, setting international standards, and

holding countries responsible for their actions. In the 2019-2020 period, the President has stated that a

particular focus shall be put on reporting on the financing of terrorist organisations such as ISIL, al-Qaeda

and its affiliates, as well as planned mutual evaluations of countries including Russia, Turkey, the UAE,

Korea, Japan and South Africa and the 5th year follow up assessments for Norway, Spain, Australia,

Belgium and Malaysia. Moreover, a general improvement in strengthening coordination has also been

highlighted, along with improving practices to fight money laundering and dealing with beneficial

ownership. (link)

Paul Manafort, the ex-campaign manager for U.S. President

Donald Trump, reportedly instructed Kypros

Chrysostomides, a Cyprian lawyer and leader of a fringe

political party, to set up more than a dozen shell

companies in Cyprus for him and his former associate Rick

Gates. These companies allowed the two American

lobbyists to receive payments for $30 million of political

consultancy work whilst avoiding U.S. taxes.  Manafort is

alleged to have shifted over $75m through offshore

accounts. Whilst Chrysostomides denies advising any

clients to commit any breach to the rules of national or

international law, Manafort now faces 18 criminal charges,

including money laundering.  (link)

The office of the Swiss attorney general will be returning the

£105 million it seized from Uzbekistan during a high-profile

money laundering investigation that involved a relative of the

country’s former president Islam Karimov. The investigation

suggested a number of bank accounts were opened to hide

the true owner of the money in the accounts - Gulnara

Karimova - the eldest daughter of the now-deceased

president. The unnamed relative was fined 390,000 swiss

francs and is now serving a multiple-year prison term. (link)

https://mobile.reuters.com/article/amp/idUSL8N23B360
https://www.fatf-gafi.org/media/fatf/content/images/Objectives-FATF-XXXI(2019-2020).pdf
https://www.occrp.org/en/investigations/the-curious-case-of-dr-k-and-mr-chrysostomides
https://uk.reuters.com/article/uk-swiss-uzbekistan/swiss-to-return-130-million-sfr-to-uzbekistan-after-money-laundering-probe-idUKKCN1TP0XY


MONEY 
LAUNDERING

CYBER

The Washington Post reported that the

US launched a cyber-attack on Iranian

weapons systems on Thursday as

President Trump pulled out of air strikes

on the country. The cyber-attack

disabled computer systems controlling

rocket and missile launchers. According

to the New York Times, the action was in

retaliation for the shooting down of a US

drone as well as attacks on oil tankers

that the US has blamed on Iran. There

was no independent confirmation of

damage to Iranian systems. The US is

set to impose further sanctions on Iran

that President Trump has described as

"major". He said the sanctions were

needed to prevent Tehran from

obtaining nuclear weapons, and

economic pressure would be maintained

unless Tehran changed course. (link)

The former president of Pakistan has been

arrested in a money laundering scandal. Asif Ali

Zardari, who is now a member of the country’s

parliament, has been accused of using fake bank

accounts to hide and transfer funds out of the

country. Pakistani authorities were alerted to this

last year when they discovered that a number of

accounts registered to low-income individuals had

been filled and then quickly drained of cash. A

commission set up to investigate these

allegations found thousands of false accounts

which had at least $400 million pass through

them. Zardari denies allegations reported in The

Telegraph, claiming that they stem from political

tensions between the main political parties in

Pakistan. (link)

Estate agent group Countrywide has been fined

£215,000 for anti-money laundering failures. These

breaches included failure to ensure policies,

controls and procedures at a group level, along

with failure to conduct proper due diligence.

Countrywide say they have improved their anti-

money laundering processes since the breaches

were exposed. (link)

The National Audit Office (NAO) released a report

examining the government’s strategic response

to serious and organised crime, and the extent

that the enablers to successful implementation of

the 2018 strategy have been put in place. The

NAO said that, “Those tackling serious and

organised crime recognise the seriousness of this

challenge and have plans in place to build the

teams and expertise to deal with it. However,

there remain some significant and avoidable

shortcomings that may prevent government and

its partners from meeting its aim to “rid our

society of the harms of serious and organised

crime”. (link)

https://www.bbc.co.uk/news/world-us-canada-48735097
https://www.telegraph.co.uk/news/2019/06/10/pakistani-former-president-asif-ali-zardari-arrested-money-laundering/
https://www.bbc.co.uk/news/amp/business-47441554
https://www.independent.co.uk/voices/hmrc-tax-gap-avoidance-billions-pounds-a8968591.html


CYBER
Police in the UK have halted all work with the country’s largest private forensics provider, Eurofins, after

the company suffered a significant ransomware attack. Eurofins, which carries out DNA analysis, toxicology,

ballistics and computer forensics work, detected a breach of its systems in early June.  The company, which

is thought to carry out about half of all police's outsourced forensic analysis, went against national

guidance and paid a ransom to hackers after its IT systems were brought to a standstill by the cyber-attack.

(link)

The Gambling Commission is flexing its regulatory muscles.

Over the last year the Gambling Commission has carried out

more than 160 investigations, leading to £19.6 million in

penalties being paid for a failure to comply with commission

rules. The commission’s latest enforcement report described

many anti-money laundering procedures in the sector as

being not “fit for purpose” promising “further draconian

action” if lessons are not learnt. In addition to the penalties,

enforcement action has led to the surrender of three Personal

Management Licences, warnings for four PML holders and

two advice as to conduct notices for PML holders. Themis will

hold a breakfast setting out what steps firms regulated by the

Gambling Commission need to take later in 2019. (link)

GAMBLING

One such investigation launched by the Gambling

Commission has concluded with Platinum Gaming, an online

gambling operator, having to pay £1.6 million for failing to

comply with money laundering requirements. The

investigation came as a result of reports that one of their

customers, who had previously been convicted of a £2 million

fraud, had been spending (and losing) stolen money through

the online operator (as well as several other gambling

companies).  The Gambling Commission concluded that

Platinum Gaming had failed to properly consider refusing or

barring service, and that they had also failed to make

adequate enquiries about the source of funds. As such the

company was in breach of anti-money laundering regulation

and as part of the settlement has had to return £629,420 to

the fraudster's victims, along with a further £990,200

financial penalty. (link)

TAX EVASION
HM Revenue & Customs has

published its latest estimate of

the tax gap - the amount of tax

lost through tax evasion. Now

at £35 billion it is the highest it

has been since publication of

the figures started in 2008.

This equates to £673 million a

week; three times the police

budget. However, HMRC’s

definition of the tax gap

excludes tax avoidance. For

example, the way in which

HMRC calculates the tax gap

specifically excludes ‘profit

shifting’ by multinational

companies, the kind of tax

avoidance strategies used by

Google, Starbucks, Facebook

and others. (link) 

https://www.theguardian.com/uk-news/2019/jun/21/police-suspend-work-with-major-forensics-firm-after-cyber-attack
https://www.racingpost.com/news/tough-talk-gambling-commission-warns-industry-management-of-increased-scrutiny/387592
https://www.gamblingcommission.gov.uk/news-action-and-statistics/News/platinum-gaming-ltd-to-pay16m-for-social-responsibility-and-money-laundering-failures#PlatinumGamingLimitedPublicStatement
https://www.independent.co.uk/voices/hmrc-tax-gap-avoidance-billions-pounds-a8968591.html


Andrew Bailey, the head of the Financial

Conduct Authority, appeared in front of

the Treasury Select Committee. Bailey

admitted that a register used to protect

consumers from immoral financial

institutions is now being utilised by

criminals to identify their next targets,

due to the large size of the register. In

the past fraudsters have taken

advantage of out-of-date information on

the register to pretend to be an

authorised financial firm. (link)

Pensioners have lost an estimated £399

million over the past year as the result of

UK based scams. But polling carried out

by Barclays suggested that four in ten

elderly victims will keep it a secret from

friends or family, often because of

embarrassment or not wanting to cause

family and friends any inconvenience.

Ross Martin, Head of Digital Safety at

Barclays, said: “Scammers are trying to

take advantage of older peoples

reluctance to open up about these

incidents, which can cause huge

emotional and financial turmoil. But

together we can put an end to that.” (link)

FRAUD

MODERN SLAVERY &
HUMAN TRAFFICKING
Detectives have smashed the UK’s biggest ever modern

slavery ring, run by a ruthless crime family who made

more than £2m trafficking victims from Poland to

Birmingham. Hundreds of vulnerable people, including

the homeless, alcoholics and drug addicts, were lured

from their Polish homeland to the UK with the promise

of well-paid jobs and better lives. (link)

The BBC reports a similar story of a man who employed

two Polish nationals to work at Sports Direct and has

now been jailed for modern slavery offences. Denis

Paczkowski smuggled the two men into Britain, but took

control of their bank accounts, only leaving them £20 a

week. Paczkowski has admitted to human trafficking,

forced labour and money laundering. His partner, Sara

Dabrowska, has also pleaded guilty to money

laundering. (link)

TERRORIST FINANCING

FATF has ruled that Pakistan should remain on its

“jurisdictions with strategic deficiencies”, also known

as the ‘grey list’. FATF’s reasoning is Pakistan’s

“structural deficiencies” in anti-money laundering

(AML) and combating financing of terrorism (CFT).

Remaining on the ‘grey list’ will mean Pakistan is

downgraded by certain influential institutions,

including the IMF, World Bank and EU. (link)

The parents of the ‘Jihadi Jack’- a member of the

Islamic State - have been found guilty of funding

terrorism, but have avoided jail. Sally Lane and John

Letts sent their son £223 in September 2015 despite

concerns he had joined the Islamic State. They were

found not guilty of a second charge after sending their

son a further £1,000 in December 2015. The jury were

undecided on a third related charge in January of the

following year. (link)

https://www.telegraph.co.uk/investing/news/city-watchdog-admits-industry-register-has-become-target-fraudsters/
https://www.gov.uk/government/news/millions-raised-from-tax-evading-dog-breeders
https://www.standard.co.uk/news/crime/uk-s-largest-ever-modern-slavery-ring-smashed-after-threeyear-investigation-a4183351.html
https://www.bbc.co.uk/news/uk-england-nottinghamshire-48531859
https://www.indiatoday.in/world/story/fatf-pakistan-terror-financing-grey-list-1554023-2019-06-22
https://news.sky.com/story/jihadi-jack-parents-john-letts-and-sally-lane-guilty-of-funding-terrorism-11744699


T H E M I S
FINANCIAL CRIME AGENCY

Themis  i s  conduct ing an extens ive,  indus t ry  wide,  g lobal  s tudy assess ing

the major  ant i - f inanc ia l  cr ime technology solu t ions  avai lable  in  the

market  today.   The research a ims to  map out  the  d i f ferent  opt ions

avai lable  for  f i rms  looking to  s t rengthen the i r  f inanc ia l  cr ime sys tems and

contro ls  and wi l l  inc lude an analys i s  and rat ing of  the  bes t  so lu t ions,  as

wel l  as  a  comprehens ive a lmanac of  technology providers .   We would

love to  hear  your  v iews and exper iences  .  I f  you would l ike  to

par t ic ipate,  p lease contact  us  a t  in fo@themisserv ices .co.uk.

 

www.cr ime. f inancia l

FINANCIAL CRIME BREAKFAST CLUB

                         

MODERN SLAVERY  & HUMAN TRAFFICKING

MONDAY 29TH JULY 2019

 

IN PARTNERSHIP 

WITH

DAME SARA THORNTON 

Anti-Slavery Commissioner

ANDREW WALLIS 

CEO, Unseen

INGRID VERSCHUREN

SVP Data Strategy, Dow Jones

TOM STANCLIFFE 

Founder, Tribe Foundation

Contact us for more information or to register

http://www.crime.financial/
https://www.coe.int/en/web/belgrade/-/strengthened-efforts-to-prevent-and-combat-trafficking-in-human-beings
https://www.coe.int/en/web/belgrade/-/strengthened-efforts-to-prevent-and-combat-trafficking-in-human-beings
https://www.coe.int/en/web/belgrade/-/strengthened-efforts-to-prevent-and-combat-trafficking-in-human-beings
https://www.coe.int/en/web/belgrade/-/strengthened-efforts-to-prevent-and-combat-trafficking-in-human-beings

